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Cybersecurity in commercial shipping



Questionnaire particulars

- Questionnaire period: 

27 June – 06 September

- 10 open-ended and multiple-

choice questions

- 35 individual responses
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1. Has your maritime administration implemented special procedures or has a 

mechanism in place to report maritime cybersecurity incidents targeting ships, 

ports or port facilities?
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45%

36%

6%

12%

Are you aware of a national entity in your country where 

cybersecurity incidents are or may be reported to?

45% 55%

Does this entity collect data about maritime related 

cybersecurity incidents?

50%

13%

26%



2. Do you have capacity in your maritime administration 

to analyse and report maritime cybersecurity incidents?
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65%

35%



3. Do you receive regular updated news/bulletins about 

emerging cyber threats and attack vectors to the maritime 

sector?
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65%

35%



4. Do you have a mechanism in place to share information 
related to maritime cybersecurity with other entities?
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5. Do you believe there is a need for an EU initiative related to the 
reception, analysis, and dissemination of information on maritime 
cybersecurity incidents and other cyber-relevant information?
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79%

12%

9%



5. Do you believe there is a need for an EU initiative related to the 

reception, analysis, and dissemination of information on maritime 

cybersecurity incidents and other cyber-relevant information?
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79%

12%

9%

Which of the following deliverables or structures would better 

suit your needs?



6. Considering the potential implementation of an initiative related to the reception, 

analysis, and dissemination of information on maritime cybersecurity incidents 

and other cyber-relevant information, in your opinion, in which ones EMSA could 

provide the most effective support? 
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