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POLICY AREAS WITH

CYBERSECURITY-FOCUS

Common requirements

Security = Incident Certification / Vulnerability T'“i';i“"s
Measures Reporting Standardisation Disclosure Exercises
NIS2 v v/ v/ v/ v v/ v v/ v
CRA v v v v v
DORA v v v Vv
NCCs v v v v v v v v v
Aviation -
Ho;ulmtal v v v v Vv
Regulation
forgEUI;As v v v v v v v v
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NIS2




MAIN PILLARS FOR NISD?2
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Cooperation group
CSIRTs network
CyCLONE

CVD and European
vulnerability registry

Peer reviews

Biennial ENISA
cybersecurity report

EU registry for some
entities (e.g. DNS
service
providers,TLDs, cloud
providers)
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INFORMATION SHARING IN NIS2

@porting obligations \ /Other forms of info sharing \
NIS CG / CSIRTs Network / EU-

Significant incidents reported CyCLONe
to CSIRT/NCA (24h/72h/1m)

CVD - EuVDB
Cross-border incidents
NCSS - support voluntary
Aggregated reports to ENISA information sharing

every 3 months
Art. 29 - information-sharing
arrangements

k / wluntary notifications /
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NIS2 — INCIDENT REPORTING

What

significant incidents

When
- 24h - early warning
- 72h - incident notificatig
- Upon request - status u

- 1 month - final report

8 | Information sharing and incident reporting in the EU cybersecurity regulatory framework

Notification « o e e o o o o »
/_V NIS Cooperation group Reporting  ee——)y
n Info sharing ————————— >
,(tE)
pdate .- EU CSIRT network
£
‘_?‘ /X
e -7 N e N\
Member State SPOC e ) Member State SPOC
National authority e e e e e e e e o deoceocclocecocscsocscoe P National authority
R National CSIRT National CSIRT
1.
Operator Operator Operator Operator Operator Operator
Essential Essential Essential Essential Essential Essential
Service Service Service Service Service Service
- J N\ J
*f «*




CRA




CYBER RESILIENCE ACT -CRA

* Rules for placing on the market of products with digital elements to
ensure the cybersecurity of these products

« Essential requirements for product design, development and production
and obligations for economic operators (manufacturers, distributors etc.)

« Essential requirements for vulnerability handling to ensure product
cybersecurity throughout the lifecycle

 Rules on market surveillance and enforcement of requirements

oy Oy

Reduction in risk Reduction in security
incidents

0.4%
Reduction in

Perceived impact of
common requirements

compliance costs mitigation costs

mFully agree  ®Somewhat agree B Neither agree nor disagree 8 Somewhat disagree Fully disagree
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INFORMATION SHARING IN THE CRA

Aotification obligations\

Actively exploited
vulnerabilities reported to
CSIRT and ENISA
(24h/72h/14d)

Severe incidents affecting
product security reported to
CSIRT and ENISA
(24h/72h/1m)

/Other forms of info sharing \

Manufacturers inform users
Voluntary reporting

Interface with NIS CG / EU-
CyCLOne

Public awareness information

kSingle reporting platform /

\_ /
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CSOA - MAIN PILLARS OF THE ACT

European Cybersecurity European
Cybersecurity Emergency Cybersecurity
Alert System Mechanism Incident Review

Mechanism
EU Cybersecurity
Pan-European Reserve and
network of Cyber mutual
Hubs assistance

Financed by the EU through the Digital Europe Programme
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EUROPEAN CYBERSECURITY ALERT
SYSTEM
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INFORMATION SHARING IN CRITICAL
SECTORS- STATE OF PLAY

Participation in information sharing

36% 36%

Yes, as part of an EU-ISAC Yes, as part of an No, the organisation is not Yes, by informally sharing Yes, as part of a National ISAC
Industry association engaged in collaboration and/or within your network
information sharing initiatives

64%

0% 0%
Banking Cloud computing Digital infrastructures  Drinking water Energy Financial market Healthcare Online Marketplace Online Search Transport
supply and infrastructures Engine
distribution
I Yes, as part of a National ISAC M Yes, by informally sharing within your network
I Yes, as part of an EU-ISAC I No, the organisation is not engaged in collaboration and/or information sharing initiatives

B Yes, as part of an Industry association
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THANK YOU FOR YOUR
ATTENTION

European Union Agency for Cybersecurity
Agamemnonos 14, Chalandri 15231
Attiki, Greece

P] +30 28 14 40 9711

N info@enisa.europa.eu

& www.enisa.europa.eu
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